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Section 1: Executive Summary

Provide a high-level overview of the information technology (e.g., application, tool, automated
process) in non-technical terms that describes the information technology, its purpose, how the
information technology operates to achieve that purpose, the general types of information involved,
how information may be used and shared, and why a Privacy Impact Assessment was conducted.
(Note: this section is an overview; the questions below elicit more detail.)

The Polygraph Enterprise System (PES) is used by DEA’s Polygraph Support Section, Office of
Security Programs to create and store all files and information related to the polygraph examinations
conducted by the section, which include pre-employment and counterintelligence screening, foreign
police vetting, and criminal specific examinations. Every file requires the collection of common
identifiers, such as Name, Date of Birth, Place of Birth, Social Security Number, and Driver’s License
Number, which are used to positively and uniquely identify each examinee. Pre-employment and
counterintelligence screening examinations require the collection of more comprehensive personal
information which is included on the examinee’s job application and the Questionnaire for National
Security (SF-86)/ Electronic Questionnaires for Investigations Processing (e-QIP) forms. A Privacy
Impact Assessment was conducted to ensure that all information collected was being properly secured
and dissemination limited to those with a need to know such information.

Section 2: Purpose and Use of the Information Technology

2.1 Explain in more detail than above the purpose of the information technology, why the
information is being collected, maintained, or disseminated, and how the information will
help achieve the Component’s purpose, for example, for criminal or civil law enforcement
purposes, intelligence activities, and administrative matters, to conduct analyses to identify
previously unknown areas of concern or patterns.

The DEA Specialized Operations Recruitment and Staffing Section (HRR) requires all applicants for
certain core series positions have all application information verified by a polygraph examination
administered by Office of Security Programs federal examiners. The results of the examination and
any information related by the applicant assist DEA HRR in making determinations concerning the
eligibility of the applicant for selection into positions of public trust requiring access to national
security information The polygraph examination focuses on national security, suitability, and
integrity issues with the intent of identifying applicants who may present threats to national security or
would otherwise be unsuitable for employment due to involvement in drug-related or criminal activity.
Similarly, all foreign police officers assigned to DEA’s Sensitive Investigative Units (SIUs), or other
foreign vetted units must participate in an initial polygraph examination upon application to the unit as
well as participate a periodic polygraph examinations to determine their continued eligibility as a
member of the SIU. The polygraph examination of foreign assets assists in the DEA Country Office
ensure that they are not security threats or involved in criminal activity, including human rights
violations. The Polygraph Support Section administers “counterintelligence scope polygraph
examinations” of DEA employees assigned to liaison positions within the agencies of Intelligence
Community (IC) in support of the reciprocal process of polygraph results in order to be granted the
upgraded security clearances needed to fulfil their job duties. Finally, defendants, confidential
sources, and witnesses may take polygraph examinations to resolve unanswered questions in both
administrative and criminal investigations. The collection of the information described herein is all
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essential to properly conducting these examinations as the polygraph examiners review each
examinee’s detailed personal history with them during the examination process.

2.2 Indicate the legal authorities, policies, or agreements that authorize collection of the
information. (Check all that apply and include citations/references.)

Authority Citation/Reference
29 U.S.C. § 2001, Employee Polygraph Protection Act of
1988 (EPPA).
Statute 21 U.S.C. § 878, Controlled Substances Act
Executive Order EO 13467 and 10577, as amended
OPM Federal Personnel Manual, Chapter 736, Chapter
Federal Regulation 2-6, Use of the Polygraph in Personnel Investigations
Agreement, memorandum of Bi-Annual OPM Approval of for Use of Polygraph
understanding, or other Examinations in the DEA Hiring Process, letter dated
documented arrangement December 8, 2020.
Other (summarize and provide
copy of relevant portion)

Section 3: Information in the Information Technology

3.1  Indicate below what types of information that may be personally identifiable in Column (1)
will foreseeably be collected, handled, disseminated, stored and/or accessed by this
information technology, regardless of the source of the information, whether the types of
information are specifically requested to be collected, and whether particular fields are
provided to organize or facilitate the information collection. Please check all that apply in
Column (2) and indicate to whom the information relates in Column (3). Note: This list is
provided for convenience; it is not exhaustive. Please add to “other” any other types of

information.
@ .. (3) The information relates to:
Information is
. DOJ/Component Employees,
collected, .
processed Contractors, and Detailees;
el
(1) General Categories of disseminated, y ;):?:Jnll?liﬂeral SorEmnens
Information that May Be stored and/or ? . (4) Comments
. . . Members of the Public - US
Personally Identifiable accessed by this oe
- information Citizens or Lawful Permanent
el (e Residents (USPERs);
. 8y (P . Members of the Public - Non-
check each
. USPERs
applicable row)
Example: Personal email X B, C and D Email addresses of members of the public
address (US and non-USPERs)
Name X A, B, C,and D Names collected of employees,

contractors, other federal government
personnel, members of the public (US
or non-USPERs).
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(1) General Categories of

Information that May Be
Personally Identifiable

Date of birth or age

@)
Information is
collected,
processed,
disseminated,
stored and/or
accessed by this
information
technology (please
check each
applicable row)

(3) The information relates to:
. DOJ/Component Employees,

Contractors, and Detailees;

. Other Federal Government

Personnel;

. Members of the Public - US

Citizens or Lawful Permanent
Residents (USPERs);

. Members of the Public - Non-

USPERs
A,B,C,and D

(4) Comments

Date of birth and/or age is collected of
employees, contractors, other federal
government personnel, members of
the public (US or non-USPERs).

Place of birth

A, B, C,and D

Place of birth is collected of
employees, contractors, other federal
government personnel, members of
the public (US or non-USPERs).

Gender

A,B,C,and D

Gender is a required field on the SF-
86 and foreign national screening
form and is collected of employees,
contractors, other federal government
personnel, members of the public (US
or non-USPERSs), but not specifically
collected by the polygraph itself.

Race, ethnicity or citizenship

A, B, C,and D

Race, ethnicity or citizenship is a
required field on the SF-86 and
foreign national screening form and is
collected of employees, contractors,
other federal government personnel,
members of the public (US or non-
USPERSs).

Religion

Social Security Number (full,
last 4 digits or otherwise
truncated)

A,B,Cand D

Social Security Number is a required
field on the SF-86 and foreign national
screening form and is collected of
employees, contractors, other federal
government personnel, and or
members of the public (US and non-
USPERS).

Tax Identification Number
(TIN)

Driver’s license

A,B,Cand D

Driver’s license information is
collected of employees, contractors,
other federal government personnel,
and or members of the public (US and
non-USPERSs) to verify identification.

Alien registration number

A,B,and C

Alien registration number is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERs) for all applicants to whom
it applies.
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(1) General Categories of

Information that May Be
Personally Identifiable

Passport number

@)
Information is
collected,
processed,
disseminated,
stored and/or

accessed by this

information

technology (please

check each
applicable row)

(3) The information relates to:
. DOJ/Component Employees,

Contractors, and Detailees;

. Other Federal Government

Personnel;

. Members of the Public - US

Citizens or Lawful Permanent
Residents (USPERs);

. Members of the Public - Non-

USPERs
A, B, and C

(4) Comments

Passport number is a required field on
the SF-86 form and is collected of
employees, contractors, other federal
government personnel, and or
members of the public (USPERs).

Mother’s maiden name

A,B,Cand D

Mother’s maiden name is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public (US and
non-USPERs).

Vehicle identifiers

Personal mailing address

A,B,Cand D

Personal mailing address is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public (US and
non-USPERSs).

Personal e-mail address

A, B, and C

Personal e-mail address is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERs).

Personal phone number

A,B,and C

Personal phone number is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERs).

Medical records number

Medical notes or other
medical or health
information

A,B,C,and D

Limited health screening is required
prior to conducting all polygraphs
therefore health data may be collected
of employees, contractors, other
federal government personnel,
members of the public (US or non-
USPERsS).

Financial account
information

A, B, and C

Financial account information is a
required field on the SF-86 form and
is collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERS) in regard to collection
issues.




Department of Justice Privacy Impact Assessment
Drug Enforcement Administration/Polygraph Enterprise System (PES)

Page 5

(1) General Categories of

Information that May Be
Personally Identifiable

Applicant information

@)
Information is
collected,
processed,
disseminated,
stored and/or
accessed by this
information
technology (please
check each
applicable row)

(3) The information relates to:
. DOJ/Component Employees,

Contractors, and Detailees;

. Other Federal Government

Personnel;

. Members of the Public - US

Citizens or Lawful Permanent
Residents (USPERs);

. Members of the Public - Non-

USPERs

(4) Comments

Education records

Military status or other X A,B,and C Military status etc. is a required field

information on the SF-86 form and is collected of
employees, contractors, other federal
government personnel, and or
members of the public (USPERSs).

Employment status, history, X A, B, and C Employment status, history etc. is a

or similar information required field on the SF-86 form and
is collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERs).

Employment performance

ratings or other performance

information, e.g.,

performance improvement

plan

Certificates

Legal documents

Device identifiers, e.g.,

mobile devices

Web uniform resource

locator(s)

Foreign activities X A,B, C,and D Foreign activities etc. is a required
field on the SF-86 form and is
collected of employees, contractors,
other federal government personnel,
and or members of the public (US and
non-USPERs).

Criminal records X A,B,C,and D Criminal records information etc.is a

information, e.g., criminal required field on the SF-86 form and

history, arrests, criminal is collected of employees, contractors,

charges other federal government personnel,
members of the public (US or non-
USPERs).

Juvenile criminal records X A,B,C,and D Juvenile criminal law violations may

information

be collected if admissions are made
during the exam of employees,
contractors, other federal government
personnel, members of the public (US
or non-USPERSs).
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@ . (3) The information relates to:
Information is
. DOJ/Component Employees,
collected, .
processed Contractors, and Detailees;
(1) General Categories of disseminated, y g;?:(fnflee(l].eml ED BT
Information that May Be stored and/or > . (4) Comments
. . . Members of the Public - US
Personally Identifiable accessed by this o
information Citizens or Lawful Permanent
technology (please Residents (USPERs);
gy (P . Members of the Public - Non-
check each
. USPERs
applicable row)
Civil law enforcement X A,B,and C Civil law enforcement information
information, e.g., allegations etc. may be collected if admissions are
of civil law violations made during the exam of employees,

contractors, other federal government
personnel, and or members of the
public (USPERSs)

Whistleblower, e.g., tip,
complaint, or referral

Grand jury information

Information concerning X A,B,C,and D Witness information etc. may be
witnesses to criminal matters, collected of employees, contractors,
e.g., witness statements, other federal government personnel,
witness contact information members of the public (US or non-
USPERs).

Procurement/contracting
records

Proprietary or business
information

Location information,
including continuous or
intermittent location tracking
capabilities

Biometric data:

- Photographs or X A, B, C,and D Scanned copy of driver’s license or

photographic identifiers other formal identification is collected
of employees, contractors, other
federal government personnel,
members of the public (US or non-
USPERs).

- Video containing
biometric data

- Fingerprints

- Palm prints

- Iris image

- Dental profile

- Voice X A,B,and C All DEA pre-employment polygraph

recording/signatures exams are recorded per policy and
collected of employees, contractors,
other federal government personnel,
and or members of the public
(USPERs).

- Scars, marks, tattoos
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(6))

Information is
collected,
processed,
(1) General Categories of disseminated,

(3) The information relates to:

. DOJ/Component Employees,
Contractors, and Detailees;

. Other Federal Government
Personnel;

. Members of the Public - US
Citizens or Lawful Permanent
Residents (USPERs);

. Members of the Public - Non-
USPERs

Information that May Be stored and/or
Personally Identifiable accessed by this
information
technology (please
check each
applicable row)

(4) Comments

- Vascular scan, e.g., palm
or finger vein biometric
data

- DNA profiles
- Other (specify)

System admin/audit data:

- User ID X A System admin/audit user id
information will be collected of
employees, contractors, and/or
detailees that have authorized access.

- User passwords/codes

- IP address X A System admin/audit user id
information will be collected of
employees, contractors, and/or
detailees that have authorized access.

- Date/time of access X A System admin/audit user id
information will be collected of
employees, contractors, and/or
detailees that have authorized access.

- Queries run X A System admin/audit user id
information will be collected of
employees, contractors, and/or
detailees that have authorized access.
- Content of files X A System admin/audit user id
accessed/reviewed information will be collected of
employees, contractors, and/or
detailees that have authorized access.

- Contents of files

Other (please list the type of
info and describe as
completely as possible):

3.2 Indicate below the Department’s source(s) of the information. (Check all that apply.)

Directly from the individual to whom the information pertains:

In person | X Hard copy: mail/fax Online

Phone Email

Other (specify):
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Government sources:

Within the Component

Other DOJ Components

Other federal entities

State, local, tribal

X

Foreign (identify and provide the
international agreement,
memorandum of understanding,
or other documented
arrangement related to the
transfer)

governments.

Other (specify): Regarding information collected for this system, to the extent DEA collects
information from foreign persons, such persons are not acting as agents for or on behalf of foreign

Non-government sources:

Members of the public

Public media, Internet Private sector

Commercial data brokers

Other (specify):

Section 4: Information Sharing

4.1 Indicate with whom the component intends to share the information and how the
information will be shared or accessed, such as on a case-by-case basis by manual secure
electronic transmission, external user authorized accounts (i.e., direct log-in access),
interconnected systems, or electronic bulk transfer.

Recipient

How information will be shared

Case-
by-case

Bulk
transfer

Direct
log-in
access

Explain specifics of the sharing,
as well as how these disclosures
will support and are compatible
with the purposes of the
collection.

Within the Component

The Polygraph Support Section
shares the results of the polygraph
examination and information
collected with DEA’s Human
Resources (HRR) and Security
Programs (SP) by both manual secure
electronic transmission and via an
interconnection between PES and
HR’s DEAHIRE database; the
information is then used by DEA HR
to adjudicate both hiring and security
clearance decisions.

DOJ Components

Results of pre-employment or
criminal specific polygraph
examinations may be shared pursuant
to authorized reciprocity with other
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Recipient

How information will be shared

Case-
by-case

Explain specifics of the sharing,
Direct | as well as how these disclosures
log-in | will support and are compatible
access with the purposes of the
collection.

Bulk
transfer

federal agencies, to include Human
Resources of Main Justice, US DHS
Customs and Border Protection,
Federal Air Marshal Service, Federal
Bureau of Investigation, Office of
Inspector General, Bureau of
Alcohol, Tobacco, Firearms and
Explosives, and United States
Marshals Service when evidence of
egregious security violations or
criminal activity is obtained. Such
sharing will occur only via manual
secure electronic transmission on a
case-by-case basis, and the
information used to adjudicate
security clearance and criminal
prosecution decisions.

Federal entities

Results of pre-employment or
criminal specific polygraph
examinations may be shared with
other Federal law enforcement
agencies e.g. United States Secret
Service, Homeland Security
Investigations, and United States
Coast Guard Investigation Service
when evidence of egregious security
violations or criminal activity is
obtained. Such sharing will occur
only via manual secure electronic
transmission on a case-by-case basis,
and the information used to
adjudicate criminal prosecution
decisions.

State, local, tribal gov't entities

Results of pre-employment or
criminal specific polygraph
examinations may be shared with
state, local, and tribal law
enforcement agencies when evidence
serious criminal activity is obtained.
Such sharing will occur only via
manual secure electronic transmission
on a case-by-case basis, and the
information used to adjudicate
criminal prosecution decisions.
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How information will be shared

Explain specifics of the sharing,

Recipient Case- Bulk Dlre.ct as well as how these dlsclosu.res

bv-case | transfer log-in | will support and are compatible

y access with the purposes of the
collection.

Public

Counsel, parties, witnesses,
and possibly courts or other
judicial tribunals for litigation
purposes

Private sector

Information such as results,
admission content, and dates of
examination are shared with foreign
law enforcement agencies and the US
Department of State by DEA Country
Offices based on appropriate standing
diplomatic protocols associated with

Foreign governments X the foreign post.
Foreign entities
Other (specify):
4.2  If'the information will be released to the public for “Open _Data” purposes, e.g., on data.gov

(a clearinghouse for data from the Executive Branch of the Federal Government), and/or
for research or statistical analysis purposes, explain whether—and, if so, how—the
information will be de-identified, aggregated, or otherwise privacy protected.

PES does not release information to the public for open data purposes.

Section 5: Notice, Consent, Access, and Amendment

5.1

What, if any, kind of notice will be provided to individuals informing them about the
collection, use, sharing or other processing of their PII, e.g., a Federal Register System of
Records Notice (SORN), providing generalized notice to the public, a Privacy Act §
552a(e)(3) notice for individuals, or both? Will any other notices be provided? If no notice is
provided, please explain.

Every DEA applicant taking a pre-employment polygraph examination and every current DEA
employee taking a counterintelligence scope polygraph examination must sign a consent form
which contains specific language meeting the requirements of 5 USC 552a(e)(3) and stating
that information obtained during the examination related to administrative, civil, or criminal
violations may be reported to the appropriate agencies. Individuals taking a criminal specific
polygraph examination must read and sign a Miranda warning advising them that anything they
say may be used against them in a criminal proceeding. No other notices are provided to the
examinees.


https://www.justice.gov/open/open-data
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Further, general notice is provided by JUSTICE/DQOJ-006, Personnel Investigation and
Security Clearance Records for the Department of Justice, 67 Fed. Reg. 59864 (Jan. 24, 2002),
as amended, https://www.govinfo.gov/content/pkg/FR-2002-09-24/pdf/02-24206.pdf and
OPM/GOVT-5, Recruiting, Examining, and Placement Records, 79 Fed. Reg. 16834, (Mar. 26,
2014), as amended, https:// www.opm.gov/information-management/privacy-policy/sorn/opm-
sorn-govt-5-recruiting-examining-and-placement-records.pdf.

5.2 What, if any, opportunities will there be for individuals to voluntarily participate in the
collection, use or dissemination of information in the system, for example, to consent to
collection or specific uses of their information? If no opportunities, please explain why.

See Section 5.1, above. All consent forms signed by the examinee contain a statement that the
examination process is voluntary, and hence they are voluntarily participating in the possible
collection and dissemination of their Personally Identifiable Information (PII). If the examinee
refuses to provide consent, then the polygraph exam is prohibited by Federal law from being
conducted.

5.3 What, if any, procedures exist to allow individuals to gain access to information in the
system pertaining to them, request amendment or correction of said information, and receive
notification of these procedures (e.g., Freedom of Information Act or Privacy Act
procedures)? If no procedures exist, please explain why.

Individuals may request access to, or amendment of their records maintained in PES through a
Freedom of Information Act or Privacy Act (FOIAPA) request. DOJ has, however, exempted
certain elements of the polygraph to include those documents determined to contain restricted
law enforcement sensitive information under JUSTICE/DOJ-006 from access and amendment
requirements of the Privacy Act in certain contexts pursuant to 28 C.F.R. § 16.132. SORN
JUSTICE/DOIJ-006, Personnel Investigation and Security Clearance Records for the
Department of Justice, 67 Fed. Reg. 59864 (Jan. 24, 2002), as amended,
https://www.govinfo.gov/content/pkg/FR-2002-09-24/pdf/02-24206.pdf. A FOIA/PA request
can be made through the DEA FOIA office. Additionally, Polygraph Support Section prepares
a DEA-6, Report of Investigation, for all polygraph examinations conducted. All examinees
may request a copy of that DEA-6 via the Freedom of Information Act.

Section 6: Maintenance of Privacy and Security Controls

6.1 The Department uses administrative, technical, and physical controls to protect information.
Indicate the controls below. (Check all that apply).

X The information is secured in accordance with Federal Information Security
Modernization Act (FISMA) requirements, including development of written security
and privacy risk assessments pursuant to National Institute of Standards and
Technology (NIST) guidelines, the development and implementation of privacy controls
and an assessment of the efficacy of applicable privacy controls. Provide date of most
recent Authorization to Operate (ATO): ATO has been extended to October 31, 2025.



https://www.govinfo.gov/content/pkg/FR-2002-09-24/pdf/02-24206.pdf
https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-5-recruiting-examining-and-placement-records.pdf
https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-5-recruiting-examining-and-placement-records.pdf
https://www.govinfo.gov/content/pkg/FR-2002-09-24/pdf/02-24206.pdf
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If an ATO has not been completed, but is underway, provide status or expected
completion date: N/A as ATO was granted. N/A

Unless such information is sensitive and release of the information could pose risks to
the component, summarize any outstanding plans of actions and milestones (POAMSs)
for any privacy controls resulting from the ATO process or risk assessment and provide
a link to the applicable POAM documentation: POA&M #38490 PIA document creation
will close this POA&M once final approval is received.

This system is not subject to the ATO processes and/or it is unclear whether NIST
privacy controls have been implemented and assessed. Please explain:

Monitoring, testing, or evaluation has been undertaken to safeguard the information
and prevent its misuse. Specify: PES Admins and ISSO monitor and react to any privacy
vulnerabilities. System utilized development, unit, pre-production, regression, and pilot
testing as part of the ATO processes. Additionally, validation of the ATO artifacts and
implementation of security requirements, such as Splunk auditing/monitoring, performed by
X DEA Cybersecurity Services.

Auditing procedures are in place to ensure compliance with security and privacy
standards. Explain how often system logs are reviewed or auditing procedures
conducted: PES Admins review the Splunk system logs Bi-Weekly. The application audit
logs are reviewed as part of the Cybersecurity Operations, Response and Engineering Unit
review process. The Operations & Response team reviews all logs forwarded from DEA
systems for suspicious behavior and notifies the system owner/security points of contact of
any alerts. Additionally, the program management office performs periodic reviews to ensure
user and system behavior comply with all applicable DOJ, DEA, and federal guidelines,

X policies, and laws.

Contractors that have access to the system are subject to information security, privacy
and other provisions in their contract binding them under the Privacy Act, other
applicable laws, and as required by DOJ policy. Yes, as a standard operating procedure,
all contracts have the necessary, proper and accurate Privacy Act clauses and language

X required listed in each contract awarded within DEA.

Each component is required to implement foundational privacy-related training for all
component personnel, including employees, interns, and contractors, when personnel
on-board and to implement refresher privacy training annually. Indicate whether there
is additional training specific to this system, and if so, please describe:

All DEA employees and contractors to take annual privacy training through DEALS. The
component has a mandated requirement for all employees to include contract employees to
X complete the mandated Cyber Security Awareness Training annually. System specific
training is provided in a form of briefing to newly hired personnel

6.2  Explain key privacy and security administrative, technical, or physical controls that are
designed to minimize privacy risks. For example, how are access controls being utilized to
reduce the risk of unauthorized access and disclosure, what types of controls will protect PII
in transmission, and how will regular auditing of role-based access be used to detect possible
unauthorized access?
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Integrated security through active directory and use of VPN secure access to authorized persons
are in place to limit access and dissemination. Currently, PES is onboarded with Splunk which
helps to provide real-time data on audit alerts. Security logs are reviewed bi-weekly.

The users of PES are strictly limited to members of DEA’s Polygraph Support Section, which
includes Special Agent Polygraph Examiners, contract polygraph examiners, re-hired annuitant
polygraph examiners, Supervisory Special Agents to include Section Chief, Polygraph Program
Manager, Staff/Polygraph Coordinators Polygraph Support Section support staff which includes
technical support, and DEA contractors who perform system administration duties. Special Agent
Polygraph Examiners may only create foreign examinee files and are not authorized to create
domestic applicant files. Supervisory Special Agents may create all file types, and may, in some
circumstances, amend incorrect data. Polygraph Support Section support staff who assist with
the day-to-day management of the polygraph queue may create all file types. System
Administrators may create all polygraph file types, but only do so upon explicit authorization of a
Polygraph Support section Supervisor. System Administrators may also create and remove PES
user accounts but may only do so upon explicit authorization of a Polygraph Support Section
Supervisor. Regardless of a PES user’s role, all manipulations of PES files are electronically
tracked.

DIGITALSPEC is the approved vendor who created PES and assists DEA with system
administration duties. All of the contracts related to PES contain the necessary Privacy Act
clauses and language, requiring the contractor to collaborate with the DEA Information
Governance and Privacy Office (IGP) to ensure compliance with federal privacy and records
requirements, as well as data governance standards, and complete required privacy
documentation. DIGITALSPEC system engineers have system administrator rights to PES, but
they will only exercise them upon explicit instructions from Polygraph Section Supervisor or
DEA personnel who are assigned PES system administrator duties.

The system administrators, which includes both DEA employees and DEA contractors, may
perform the following: creating/deleting user accounts; creating examinee files; resetting
passwords as required; and processing, storing, and maintaining examinee files. The DEA
contractors who assist with system administration do not disseminate or disclose information. In
rare instances, the DIGITALSPEC contractor may assist the DEA Polygraph Support Section
Chief with deleting unnecessary files or correcting data contained within polygraph files that was
incorrectly entered but will only do so after receiving specific authorization from the Section
Chief and only when the Section Chief is unable to perform that function him/herself. To ensure
compliance, the DEA information Governance and Privacy Office(IGP) to ensure compliance
and with federal privacy and records requirements, as well as data governance standards, and
complete required privacy documentation.

Data is transmitted through an encrypted VPN tunnel. Access to PES requires Multi-Factor
Authentication (MFA) consisting of Okta and Personal Identity Verification (PIV) authentication
and Active Directory username and Password.

6.3 Indicate how long the information will be retained to accomplish the intended purpose, and
how it will be disposed of at the end of the retention period. (Reference the applicable
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retention schedule approved by the National Archives and Records Administration, if
available.)

The disposition standards for the Federal records in the PES system are implemented and
followed in accordance with the following NARA retention schedules:

1) DAA-0170-2017-0007-0003, Integrity/OPR,

2) GRS 5.6, Security Clearance, Item 180/181,

3) GRS 2.1, Employment, Item 050/051,

4) DAA-0170-2013-0004, Investigative Case Files, and
5) NCI1-107-77-1 Confidential Source.

Section 7: Privacy Act

7.1  Indicate whether information related to U.S. citizens or aliens lawfully admitted for
permanent residence will be retrieved by a personal identifier (i.e., indicate whether
information maintained by this information technology will qualify as “records” maintained
in a “system of records,” as defined in the Privacy Act of 1974, as amended).

No. X Yes.
7.2 Please cite and provide a link (if possible) to existing SORNs that cover the records, and/or
explain if a new SORN is being published:

DQOJ-006, Personnel Investigation and Security Clearance Records for the Department of
Justice, 67 Fed. Reg. 59864 (Sept. 24, 2002),
https://www.govinfo.gov/content/pkg/FR-2002-09-24/pdt/02-24206.pdf.

DEA-008, Investigative Reporting and Filing System, 77 Fed. Reg. 21808 (Apr. 11, 2012),
https://www.gpo.gov/fdsys/pkg/FR-2012-04-11/pdf/2012-8764.pdf.

OPM GOVT-5, Recruiting, Examining, and Placement Records, 71 Fed. Reg. 35351 (June 19,
2006), https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-5-
recruiting-examining-and-placement-records.pdf

Section 8: Privacy Risks and Mitigation

When considering the proposed use of the information, its purpose, and the benefit to the
Department of the collection and use of this information, what privacy risks are associated with the
collection, use, access, dissemination, and maintenance of the information and how are those risks
being mitigated?

Note: When answering this question, please specifically address privacy risks and mitigation
measures in light of, among other things, the following:
e Specific information being collected and data minimization strategies, including decisions
made to collect fewer data types and/or minimizing the length of time the information will be
retained (in accordance with applicable record retention schedules),


https://www.gpo.gov/fdsys/pkg/FR-2012-04-11/pdf/2012-8764.pdf
https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-5-recruiting-examining-and-placement-records.pdf
https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-5-recruiting-examining-and-placement-records.pdf
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e Sources of the information,

e Specific uses or sharing,

e Privacy notices to individuals, and

e Decisions concerning security and privacy administrative, technical and physical controls
over the information.

a. Potential Threats Related to Information Collection

Over collecting and maintaining more personal information than necessary to accomplish the DEA’s
official duties and mission is always a potential threat to privacy. DEA must collect a wide range of
information in order to conduct a thorough assessment to ensure applicants for law enforcement
positions with DEA are reliable, trustworthy, and of good conduct and character. Doing so requires a
comprehensive background investigation that necessarily collects a large amount of information about
an individual. The information accessed for the polygraph assessment, which is similarly expansive, is
required to validate or further investigate the findings of the background investigation.

To limit PES over collection of PII information, PES collects and maintains information about an
individual that is relevant and necessary regarding the polygraph examinations conducted by the unit,
which include pre-employment and counterintelligence screening, foreign police vetting, and criminal
specific examinations.PES ensures information collected is unique to an individual to help create a file
that can be associated with the individual for regarding examination records. To ensure investigators
do not include or ask PII questions that are not properly part of PES investigations, SF-86
questionnaire is used as a guide to collect required information which is submitted through e-QUIP.

Some individuals may not be aware of the DEA protocol to access, change, or dispute their respective
PII collected for non-criminal investigative purposes. The above risk is mitigated. Access to
individuals PII records is permitted under the privacy Act which is also outlined in 28 CFR 16 under
subsection D. As required, all request for access to such records must be in writing and should be
addressed to DEA’s Freedom of Information and Privacy Act Unit (CCAR). The request should
include a general description of the records being requested, and must include the respective
individual’s full name, current address, date of birth and place of birth. The request must be signed,
dated, and either signed or submitted under penalty of perjury (i.e., DOJ form-361).

b. Potential Threats Related to Use of the Information

Potential threats to privacy as a result of the DEA’s use of the information in the PES system include
the risks of unauthorized access to the information. Polygraph Enterprise System (PES) is a web-
based application used by polygraph examiners to immediately upload completed exams for review
and allows the DEA’s Polygraph Support Section to electronically facilitate data entry, access,
transmissions, tracking and reporting of polygraph examination information to and from a central
database. The polygraph examiners connect to the PES via an encrypted and secured VPN. Only
authorized individuals are given access to this information. As part of DEA requirements, all
personnel authorized to work for the component are cleared. In addition, DEA ensures personnel
background check is done before being granted access.
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Once securely connected via laptop, login is established with assigned Active Directory credentials and
then onto the PES web-based application by using assigned Active Directory account credentials. When
the secured connection has been established, the examiner will then upload, download, and store the
polygraph exam in the database. The PES application is utilized to collect information and testing data
for a specific individual under a unique file number.

Each user annually is required to review and acknowledge the DEA IT Rules of Behavior as part of
the mandated online IT Security Training. These individuals have read, signed, and accepted the IT
Rules of Behavior regarding the proper handling of all DEA documents and data. This mitigates the
risk of unauthorized use or disclosure of DEA’s pertinent information. The limited distribution of the
information from the applications, continual monitoring of access to the applications, and the
observance of the IT Rules of Behavior, limit privacy risks. Outside of DEA, Federal Government
users must also comply with computer security requirements, participate in annual security training,
and acknowledge updated rules of behavior.

c. Potential Threats Related to Dissemination

To avert risk of potential breach of PII, PES Personnel are mandated to transmit information through
a secured channel. Currently, PES authorized personnel can only access the system through the VPN.
Additional security measures that are in place to safeguard sharing of information include: IT
monitoring tools; firewalls; intrusion detection and data loss prevention mechanisms; and audit logs.
Consistent with FISMA and NIST security controls, transmissions of DEA data occur only through
secure methods, e.g., encrypted Virtual Private Networks (VPN) Secure File Transfer Protocol (FTP),
or Secure Sockets Layer (SSL). The database is stored on a fully secured server created and
administered in compliance with the FISMA and Office of Management and Budget (OMB) guidance.
Only authorized individuals are given access to this information.

In addition, the method of generating and maintaining User IDs and passwords is one of numerous
safeguards DEA uses to protect PII. To maintain system security, the online functionality of user
accounts becomes inactive after a specified number of failed log-on attempts or after an extended
period of no-account activity.

DEA manages access by utilizing PES through permission-based role assignments and only for
individuals assigned to the Polygraph Support Unit. PES data may be shared within the agency to
include for suitability determinations made by HR and SP. The information is used by DEA HR to
adjudicate both hiring and security clearance decisions.

Additionally, investigators may also use the polygraph results as a means to conduct further
investigation and verification into an applicant’s background and trustworthiness; the polygraph
results themselves are not dispositive of a finding of unsuitability.

Immediate notification is relayed to Office of Security Programs for revocation of access when a user
or users depart DEA. All DEA personnel and contractors have been cleared to work on the system and
comply with the security policies and procedures established by DEA. These include DEA
Information Technology (IT) Rules of Behavior (ROB) for both General users and IT Rules of
Behavior for Privileged Users. Non-compliance to any of these could lead to disciplinary action up to
termination of employment, or civil and criminal penalties, depending on the severity and nature of the
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violation. In addition, mandatory Cybersecurity Awareness Training (CSAT) is provided annually to

ensure DEA personnel are up to date with cybersecurity awareness to mitigate any potential security
concerns that may arise.
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